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With the development of trusted 
system technology and usage rights 
languages with which to encode the 
rights associated with copyrighted 
material, authors and publishers can 
have more, not less, control over 
their work. 
Mark Stefik 
SHIFTING THE POSSIBLE: HOW TRUSTED SYSTEMS AND DIGITAL 
PROPERTY RIGHTS CHALLENGE US TO RETHINK DIGITAL 
PUBLISHING 
http://www.law.berkeley.edu/journals/btlj/articles/12_1/Stefik/html/text.html

















“Activation associates your Microsoft Passport account 
with the specific copy of Microsoft Reader on your 
computer. The activation process downloads a 
software module to your computer’s memory unique to 
you and your computer. This software module also 
uses your Microsoft Passport account number and 
other information unique to your computer, to protect 
eBook titles against unauthorized copying.”

















[Renato Ianella  http://www.dlib.org/dlib/june01/iannella/06iannella.html]



Data Elements (ODRL)
• dateAndOrTime  
• accumulated  
• feeType 
• aggregate  
• annotate  
• attribution  
• backup  
• count  
• cpu  
• date  
• datetime  
• delete  
• display  
• dLocation  
• duplicate  
• event  
• excerpt  
• execute  

• fixedamount  
• format  
• give  
• group  
• hardware  
• individual  
• industry  
• install  
• interval  
• lease  
• lend  
• memory  
• modify  
• move  
• name  
• network  
• payment 

• percentage  
• peruse  
• play  
• pLocation  
• postpay  
• prepay  
• print  
• printer  
• purpose  
• quality  
• range  
• recontext  
• reference  
• register  
• remark  
• restore 

• role  
• save  
• screen  
• sell  
• service  
• software  
• spatial  
• storage  
• tracked  
• transaction  
• transferPerm  
• uid  
• uninstall  
• unit  
• verify  
• version  
• watermark 



<o-ex:permission>  
	 <o-dd:display>  
	 	 <o-ex:constraint>  
	 	 <o-dd:unit o-ex:type="onix:NumberOfPages">  
	 	 <o-ex:constraint>  
	 	 	 <o-dd:range>  
	 	 	 <o-dd:min>1</o-dd:min>  
	 	 	 <o-dd:max>5</o-dd:max>  
	 	 	 </o-dd:range>  
	 	 </o-ex:constraint>  
	 	 </o-dd:unit>  
	 	 </o-ex:constraint>  
	 </o-dd:display>  
</o-ex:permission> [http://www.odrl.net]



Data Elements (XrML)
• Grant/forAll  
• Grant/principal  
• Grant/right  
• Grant/resource  
• Grant/condition  
• Grant/delegationControl  
• Grant/encryptedGrant  
• Principal  
• The AllPrincipals Principal  
• The KeyHolder Principal  
• Right  
• The Issue Right  
• The Revoke Right  
• The PossessProperty Right  
• The Obtain Right



• 5.5.2.1 Authorization of Located Bits 
• Let g be any authorized Grant containing a 

Resource d which is a DigitalResource. Let b be 
the sequence of bits which is the result of any 
execution of the location algorithm of d. Then the 
Grant g' which is identical to g except that d is 
replaced by a DigitalResource which contains a 
child binary element which contains a base64 
encoding of b is also authorized.



<datum> 
	 <keyHolder licensePartIdRef="Alice"/> 
</datum> 
<datum> 
	 <mx:diReference licensePartIdRef="eBook"/> 
</datum> 
<datum> 
	 <oebx:recurrancePeriod> 
	 	 <oebx:period> 
	 	 	 <oebx:unit>oebx:day</oebx:unit> 
	 	 	 <oebx:unitCount>7</oebx:unitCount> 
	 	 </oebx:period> 
	 </oebx:recurrancePeriod> 
</datum> 
<datum> 
	 <oebx:exerciseLimitPerPeriod>5</oebx:exerciseLimitPerPeriod> 
</datum>

[http://www.xrml.com]



http [http://www.prismstandard.org]
Publishing Requirements for Industry Standard Metadata 



[http://www.creativecommons.org]





John Erickson, HP Labs





[Agnew/Martin   http://www.dlib.org/dlib/july02/martin/07martin.html]



E v e r y t h i n g 
that is not 
forbidden is 
permitted

Everything 
that is not 
permitted 
is 
impossible

Copyright 
Law D R M
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